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Abstract - Network security policies are essential elements in 
Internet security. Network security perimeter devices such 
as firewalls, IPSec, and IDS/IPS devices operate based on 
locally configured policies. Malware-related data breaches 
have reached pandemic proportions as criminals discover 
that Internet crime is easy to commit, highly lucrative, and 
largely under-policed. With a few hundred dollars, a cyber 
criminal can begin a career of breaking into computers to 
steal identity and confidential data for sale to the highest 
bidder. This paper will cover current and emerging trends of 
stealth malware, such as moving primarily to the Web since 
most organizations allow Web traffic into the network. It 
will also cover new advances in network security 
technologies that use multi-phase heuristic and virtual 
machine analysis to detect and mitigate the damages that 
result from malware-related data thefts. 
 
Index Terms - Network Security, Web Threats, Malware, 
Phishing   

 
I.  INTRODUCTION 

 
With the global connectivity provided by the Internet, 

network security has gained significant attention in 
research and Industrial communities. Due to the 
increasing threats of network attacks, network security 
devices such like firewalls and IPSec gatewaye have 
become important integrated elements not only in 
enterprise networks but also in small size and home 
networks. Motivated by the lure of profits from the sale of 
stolen confidential information, cyber criminals today are 
shifting to the Web as their chosen attack vector, which 
provides an ideal environment for cyber crime. Malware-
related data breaches have reached pandemic proportions 
as criminals discover that Internet crime is easy to 
commit, highly lucrative, and largely under-policed. With 
a few hundred dollars, a cyber criminal can begin a career 
of breaking into computers to steal identity and 
confidential data for sale to the highest bidder. Fraudsters 
who purchase the data have developed a variety of 
schemes to monetize that information ranging from 
transacting unauthorized stock trades to transferring funds 
to offshore bank accounts. The cyber crime economy is so 
robust that there is a vibrant market for professional 
malware toolkits available for $500 to $1,000 and come 
pre-configured with a range of attack modules, exploit 
‘maintenance’ updates, and 24 x 7 online technical 
support.  

Many Web threats can be deployed unbeknownst to the 
user, requiring no additional action than merely opening a 
Web page. Large numbers of users, an assortment of 
technologies, and a complex network structure provide 
criminals with the targets, exploitable weaknesses, and 
anonymity required for large-scale fraud. Web threats 
pose a broad range of risks, including financial damages, 
identity theft, and loss of confidential business 
information, theft of network resources, damaged brand or 
personal reputation, and erosion of consumer confidence 
in e-commerce. These high stakes, the pervasive use of 
the Web, and the complexity of protecting against Web 
threats combine to form perhaps the greatest challenge to 
protecting personal and business information in a decade. 

In August 2007, a scene played out as cyber criminals 
infiltrated the monster.com job site through “Monster for 
Employers” accounts, compromising the personal 
information of 1.6 million users. Many of these users then 
received official-looking emails, claiming to be from 
monster.com and encouraging them to download a “helper 
application” that turned out to be yet more malware.  

These attacks were well-researched, using familiar 
language and branding, and coded to transfer data slowly, 
under the radar of IT administrators looking for suspicious 
network traffic.[1] Web threats also include malware that 
is downloaded from an email attachment, but accesses the 
Web to convey information to the hacker. In 2007, 
fraudulent emails were sent purporting to be from the 
Federal Trade Commission. These emails claimed that a 
complaint had been filed against the company and 
contained an attachment. If the recipient opened the 
attachment, a keylogging Trojan was deployed that 
attempted to steal login information from the user’s 
computer and send it back to the hacker. [2]. 

Phishing is a prevalent Web threat, spoofing legitimate 
companies to trick people into providing confidential 
information. Consumer phishing is wide-spread, sending 
emails that spoof  organizations like banks and on-line 
retailers. These phishing emails often use links to take 
recipients to Web sites where confidential information is 
gathered. Employees can fall victim to these consumer 
threats, but phishing can also affect corporations more 
directly. In 2005, phishing emails targeted CEOs and 
other high-level executives of US credit unions in an 
attempt to gain control of millions of personal financial 
records. The email messages contained a link to a Web 
site where a Trojan was downloaded. Even one successful 
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infection could have caused millions of dollars of damage 
and caused irreparable harm to hundreds of thousands of 
users through identity and asset theft. [3] 

But Web threats don’t just steal confidential 
information; they can also steal network resources. 
Variations of e-greeting card spam were sent throughout 
2007. These simple spam messages told recipients that a 
friend had sent them an e-greeting card and to follow the 
link in the email to view the card. If recipients followed 
the link, it took them to a Web site that downloaded 
malicious code.  

This code hijacked the computer, turning it into a “bot” 
and allowing the hackers to use the machine for their own 
purposes—sending spam, hosting malicious Web sites, 
and much more. Consumer and corporate computers were 
infected by the millions. Hackers network these infected 
computers to create botnets, stealing resources and further 
perpetuating their fraudulent activities. 

 
II.  WEB THREATS DEFINED 

 
Web threats are any threat that uses the Web to 

facilitate cyber crime. They are sophisticated in their 
methods, using multiple types of malware and fraud, all of 
which utilize HTTP or HTTPS protocols, but can also 
employ other protocols as components of the attack, such 
as links in email or IM, or malware in attachments or on 
servers that access the Web. The creators of such threats 
frequently update Web site content, variants, and malware 
types in order to evade detection and achieve greater 
success.  

Web threats based on malware are hidden within Web 
pages and victims are infected when they visit the page. 
Fraudulent sites mimic legitimate business Web sites and 
use social engineering to request visitors to disclose 
confidential information. Individuals once characterized 
as hackers, virus writers, spammers, and spy ware makers 
are now simply known as cyber criminals with financial 
profit their primary aim.  

Over the last 15 years, information security threats 
have evolved through a series of incarnations. In each 
case, malware writers and fraudsters sought out the 
medium that was most used and least protected (for 
example email). Today, a new wave of threats is emerging 
that uses the Web as a delivery vehicle. These Web threats 
are gaining traction at a time when the Web has become a 
major commerce engine as well as social networking 
vehicle, with usage continuing to grow.  

At the same time, the Web is relatively unprotected, 
compared to messaging for example, as a medium to 
deliver malware and conduct fraud. According to IDC, 
“Up to 30% of companies with 500 or more staff have 
been infected as a result of Internet surfing, while only 
20%-25% of the same companies experienced viruses and 
worms from emails.” [4] 

 
III.  WEB THREAT DELIVERY MECHANISMS 

 
Web threats can be divided into two primary 

categories, based on delivery method – push and pull. 

Push based threats use spam, phishing, or other fraudulent 
means to lure a user to a malicious (often spoofed) Web 
site, which then collects information and/or injects 
malware. Push attacks use phishing, DNS poisoning (or 
pharming), and other means to appear to originate from a 
trusted source. Their creators have researched their target 
well enough to spoof corporate logos, official Web site 
copy, and other convincing evidence to increase the 
appearance of authenticity. Precisely-targeted push-based 
threats are often called “spear phishing” to reflect the 
focus of their data gathering (“phishing”) attack.  

Spear phishing typically targets specific individuals 
and groups for financial gain. In November 2006, a 
medical center fell victim to a spear phishing attack. 
Employees of the medical center received an email telling 
them they had been laid off. The email also contained a 
link that claimed to take the recipient to a career 
counseling site. Recipients that followed the link were 
infected by a keylogging Trojan. [5] In other push-based 
threats, malware authors use social engineering such as 
enticing email subject lines that reference holidays, 
popular personalities, sports, pornography, world events, 
and other popular topics to persuade recipients to open the 
email and follow links to malicious sites or open 
attachments with malware that accesses the Web. 

Pull-based threats are often referred to as “drive-by” 
threats, since they can affect any visitor, regardless of 
precautions. Pull threat developers infect legitimate Web 
sites, which unknowingly transmit malware to visitors or 
alter search results to take users to malicious sites. Upon 
loading the page, the user’s browser passively runs a 
malware downloader in a hidden HTML frame (IFRAME) 
without any user interaction. Both push- and pull-based 
Web threat variants target infection at a regional or local 
level (for example, via local language sites aimed at 
particular demographics), rather than using the mass 
infection technique of many earlier malware approaches. 
These threats typically take advantage of Internet port 80, 
which is almost always open to permit access to the 
information, communication, and productivity that the  
Web affords to employees. 

 
IV.  TODAY’S INSIDER - THREAT IS STEALTH MALWARE 
 
Law enforcement, computer crime experts, and even 

the military are playing catch up to the threat posed to 
consumers, businesses, and national security as cyber 
criminals cash in on stolen identity data, fraudulent online 
transactions, and cyber espionage. It is no surprise that the 
rise in cyber crime has coincided with the increased use of 
the Internet and especially “Web 2.0” technologies.  

Web sites and applications now support user-
contributed content, syndicated content, iframes, third-
party widgets (or applets), and convoluted advertising 
distribution networks into which ‘stealth’ malware can 
easily be injected somewhere along the line. In a 2007 
USENIX paper, Google researchers determined that 
approximately 9% of all suspicious web sites launched 
“drive-by” downloads of stealth malware binaries[12]. 
Government studies[13] estimate that 65% of all exploits 
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now enter via the Web and IBM Internet Security Systems 
(ISS) estimates that nearly 100% of Web attacks now 
utilize obfuscated JavaScript as a very effective technique 
to bypass antivirus and intrusion prevention. 

Today, once a PC is infected with stealth malware, it 
typically opens two-way communications to a “command 
and control” (C&C) server to establish a channel back to 
the cyber criminal. This allows the “bot” (as in “robot 
computer”) to report status as well as any valuable 
information that is immediately accessible. Groups of 
these remotely controlled, malware-infected computers 
are commonly called botnets, and serve as the foundation 
of most cybercrime on the Internet. 

How do victims get infected? A user may be drawn by 
a phishing e-mail to a Web site hosted on a hijacked 
server, which serves up a browser exploit; this downloads 
and installs a bot on the user’s PC. The bot then 
downloads more malware like “keyloggers” that silently 
record keyboard and mouse activities to execute further 
criminal activities, such as stealing user credentials and 
capturing other sensitive information. All of this takes 
place without the knowledge of the user or administrator. 
As their prevalence has increased, remote-control 
malware/botnets have become serious concerns for 
security administrators.  

 
 
The recent January, 2009 malware-related data thefts at 

Heartland Payment Systems and earlier malware 

infiltrations at Hannaford Supermarkets, University of 
Florida Medical Center, and NASA underscore the 
escalating threat of malware-related data breaches. The 
Identity Theft Resource Center, a nonprofit group focused 
on understanding and preventing identity theft, reported 
that 656 known security breaches had taken place in 2008, 
reflecting a 47 percent increase over 2007’s total. As of 
March 17, 2009 the resource center had already reported 
110 breaches in 2009.  

 
V.  STEALTH MALWARE ATTACKS ARE OUTMANEUVERING 

CONVENTIONAL DEFENSES  
 
Defending corporate networks from today’s malware-

related data thefts requires modern protection that goes 
beyond current signature- and heuristic-based detection 
techniques. Modern threats exploit the inability of 
conventional network protection to provide a unified 
defense against a criminal who attacks on multiple fronts, 
from OS and browser vulnerabilities to social engineering. 
The anachronistic concept of detecting infections with a 
single technique, such as signatures, has left many 
businesses and consumers open to attack, despite their 
deployment of antivirus and IPS (intrusion prevention 

systems). The sheer volume and escalating danger of 
modern attacks are overwhelming limited IT resources 
and outmaneuvering conventional defenses that may 
already be in place. To enable a more efficient IT security 
process, accurate and timely identification of infected 
machines is the first step in preventing malware-related 
data breaches. And, the only viable solutions are those 
that provide thorough coverage across the many vectors 
that are used in attacks.  

 
VI.  CONVENTIONAL APPROACHES FAIL TO PROTECT 

AGAINST WEB THREATS 
 

Web threat scanning has specific requirements that are 
not met by the traditional approach to virus scanning. 
Conventional antivirus software installed on client 
machines, for example, while crucial to the protection of 
these machines from a variety of threats, does not 
adequately protect against the evolving set of Web threats. 
One reason is that the conventional approach to virus 
protection involves collecting samples of viruses, 
developing patterns, and quickly distributing these 
patterns to users. Because many Web threats are targeted 
attacks and span many variants, collecting samples is 
almost impossible.  

The large numbers of variants use multiple delivery 
vehicles (for example, spam, instant messaging, and Web 
sites), rendering the conventional sample collection, 
pattern creation, and deployment process insufficient. 
Another reason that conventional virus detection 
processes fall short involves a fundamental difference 
between these viruses and evolving Web threats. 
Conventional viruses were fundamentally designed to 
spread as quickly as possible, and were therefore often 
easy to spot. With the advent of Web threats, malware has 
evolved from this outbreak model to stealthy “sleeper” 
infections that are therefore difficult to detect via 
conventional antivirus techniques. 

Recovering from infections also presents new 
challenges. In some cases, Web threats may result in a 
system infection that is so extensive (for example, via a 
rootkit in which the system file is replaced) that 
conventional uninstall or system cleaning approaches 
become useless. Infected systems often require a complete 
system recovery, in which the hard drive is wiped and the 
operating system, applications, and user data are 
reinstalled. 

 
VII.  FUTURE WORK 

 
A New Approach Is Needed: Integrated, Multi-

Layered Protection -  Clearly, users need a new 
approach to addressing Web threats that complements 
existing techniques.The most effective approach will 
employ multiple layers of protection and incorporate a 
range of protective measures. In addition, the evolving 
nature of the threat necessitates some form of information 
feedback and integration, in which information gathered 
in one portion of the protection network is used to update 
information in other layers. Any effective approach 

Recent Research[14] Has Found: 
11 % of the world’s computers are enmeshed in at least 
one botnet 
23 % of home computers become infected despite having 
security enabled  
72 % of corporate networks larger than 100 PC’s have an 
infection 
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should also address all relevant protocols, because Web 
threats leverage multiple protocols in their attacks, in 
particular email as the initial delivery mechanism and the 
Web as the threat host. However, other mechanisms can 
also help perpetrate attacks such as links in IM and 
infected files.  

Coordinating measures requires efficient, centralized 
management of region-specific expertise to help address 
the regional, and even localized nature of many of the 
threats. The key to effectively addressing Web threats is a 
multi-layered approach. The network points are 
categorized in four different layers (see Figure 2): 1) “in-
the-cloud” (i.e. before the traffic reaches the Internet 
gateway), 2) at the Internet gateway, 3) across the network 
servers, 4) and at the endpoint (for example, the client). In 
the below example, the description uses the points in the 
network for high level organization and describes the 
protocol protection and security technologies that can be 
deployed at these points. The subsections on protocol 
protection and security technologies describe email 
solutions first, which is often the first step in a Web threat 
attack, followed by Web solutions that directly protect 
Web usage. 

 

 
 
A multi-layered approach is needed to protect against 

the broad range of Web threats 
DNA of an Ideal Solution: 
Dynamic, real-time detection of threat: Finds the 

latest stealth, 0-day attacks 
Accurate detection: No false positives, and no false 

negatives 
Return on security investment: Easy to install, 

manage, support and scale 
 

VIII.  CONCLUSION 
 

Web threats are prevalent today and are growing in 
numbers and impact. Their complexity, large number of 
variants, and use of multiple vectors, combined with their 
exploitation of the most commonly used medium today - 
the Web - make Web threats the most challenging threat 
that consumers, businesses, and services providers, have 
faced in a long time.  

Potential costs associated with these threats include 
confidential information leakage and theft of network 
resources, with the adverse impact of erosion of 
customers, trust, and brand reputation; regulatory and 

legal implications; negative public relations; and loss of 
competitive advantage. Because conventional approaches 
fail to protect against Web threats, the information 
security industry is at a crossroads. Businesses of all sizes, 
as well as service providers, need to deploy solutions via 
an integrated, multi-layered approach to provide real-time, 
comprehensive protection against these threats.  
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